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Introduction

This white paper explores how (o merease the success and operation ot eritical. complex.
national systems by ettectively capturing knowledge management requirements within the
federal acquisition process. Although we tocus on uerospace tlight systems. the principles
outlined within may have a general applicability to other criticul federal systems as well.

Fundamental design deticiencies in federal. mission-critical svstems have contributed to recent.
highly visible system tuilures. such as the V-22 Osprey and the Delta rocket family. These
failures indicate that the current mechanisms for knowledge management and risk management
are inadequate to meet the challenges imposed by the rising complexity of critical systems.
Fuilures ol uerospace system operations and vehicles may have been prevented or lessened
through utilization of better knowledge munagement and information management techniques.
Currently there appeurs to be no clear standard to ensure that the necessary data. information. and
knowledye requirements are readily available for thoroughly assessing systems in a timely. cost-

ctfective way.

The tederal government has a number of complex., critical information systems. Nearly atl
government systems involve partnerships between government. industry. academia, and/or
foreign bodics. resulting in the definition. design. development. testing. implementation. and
operation of these systems being performed by multiple contracting companies. organizations. or
agencies. Such u system may have further dependencies on individuals. groups. and other
systens outside the control of those charged with building and maintaining the system. such as
constituent subsystems being implemented by disparate groups of people working at
geogruphically dispersed [ocations.

Issues in the Lifecycle of Complex Federal Systems

A wrealer. proactive, systemiv understanding of the organizational and system engineering
processes relevant w the litecyele of national systems is critical. History has shown us that
implementing a complex system without understanding the design requirements and assimptions
will signiticantls tnerease the probability of sub-optimat operation or fuilure. Such an
understanding reguires clear and open communication between the customers. designers. and
nnplementers. As there may be tens or hundreds ot people involved in the liteeyele ofa comples
systemn know fedee management s eritical i facilitating. capturing. and archiving that

cottinunication.



Che current approaches to creating complex systems olten Ll o take into consideration the
rnpact of cultaral, behavioral, and sociological issues. such as commumcation. coordimation, and
trust. Otten. the mam instrument that the federal 2overnment has o nfluence these processes i
the documents created during the acquisition process. tncluded i these acquisiton documents,
Anowledue management requirements can provide o comprehensive, standardized way ot
addressing systemspecitie attributes that will address the shortcommygs within current. complen.,

crivical. mattonad sy stem frleevale processes.
The Role of Knowledge Management

To enuble better dectsions throughout the litecycle and orgumization, Knowledge. intormation,
and duta on a system needs o be well integrated and processed for continuous systemic risk
management m u streumlined process. People at all phuses of the lifecvele need to have access
Knowledge texpertise). informution. and data on any given government system for the goals of
continuous risk management and assurance of system heulth.

The constituent parts of knowledge management revolve around people. process (system
engineering). and technology. The most often asserted estimate is that 70% of the etfort tocuses
on people and process. We can provide many technical solutions. but the problems involved in
mitigating risk on complex systems will not be solved until we cun work the issues of trust
across all partners involved in a system and. of course. that meuns change in much of the process.
Such changes might include u more system-specitic knowledge representation. proactive
maintenance of system expertise ensuring adequate supported and optimized design. and analysis
and testing processes throughout the systems’” lifecvele. Some of those specitic issues are noted

below.
e Systenuc process issues involving trust and communication include

Interagency rivalries. intra-agency competition tor available resources. mistrust between
civil servants and contractors. competing tederal contracting companies. internal
competition between groups within a contructing company. and/or interpersonal issues
between individuals within a group.

The “not invented here™ svadrome reluted to agreements on methods and technologies
cnubling intormation leveraging for quality assessments and auditing. People ure much
more likely to agree on these methods or approuches within u specific. trusted
community. than they are across communitics vr orguanizations.

e Systemic process issues involving standards and processes include
- Lack ot clearly detined information auditing requirements tor national. system

partnership agreements/acquisitions necessary tor clear and thorough continuous.

SYSECMIC PIsK s sessienes aeross a given complex systen.



Poort understood proprrctary and senstin e datacand Knowledee issues possibly due o
contestual mhiboors wathin the contracting mechanisims and structures. such as the
Contract Othice Fechmeal Repeesentative (COTR trammye and contractual agreements.

e lntellectual property righis issues tor expertise and expertence mumtenance i the systems.

Fhe standard 2oy ernment statement of work regarding rights o data and materiads s
potentially facking an essential, clear contextual statement of Knowledge. The
sovermment necds wsystennie view ot its Anewledge timphicit and explicit expertise and
caperiencet ol a system and ity development along with the duta und intormation.

Chere iy apereeived tack of tume to publish and share knowledge when it is not part ot an
explicit process. As aresult, when knowledge shuring s expected to happen outside of
the normal statement of work or process, it does not occur with any regularity.

e Export Conurol Regulations

Recommendations

Several solutions come to mind in addressing the problems noted above. The first set revolves
around remedies to the acquisition process itselt

Education should be provided across the procurement process to the contractors.
contracting officers (CO). contract officer's technical representatives i COTRs). and statt
managing our systems” development on key know ledge management concepts such as the
ditference between duta. information. and knowledge. how to cupture knowledge. und

how to share 1t

Busic knowledge management aspects should be noted us deliverables and clearly Jdefined
i requirements. especially in the many types of agreements the government torms

A standard set of agreements on knowledge munagement practices and use of
applications to ensure better methods and upproaches to doing systemic risk analysis
would enuble integration of newer. autonomous. probabilistic intelligent tools for
identitying previousty unknown risks and precursors within these systems

Acquisitions” documents should include a comprehensive oversight and compliance plan

Agreenments should be reached for information auditing and cotlection requirements

[ addition o the acquisition process, solutions to mitigating the risk on complex federal v stems
also Tocus on building consistent. streamdined mformation and Knowledge management
capabilities across the Government. To butld on work in progress und inter-government warking

teams, some of the ageney trust issues can be addiessed by



- Estabhishing collogura on mtormation requiraments Tor sstene gquahiny and assuranee ol

nattonal sysiens

<y aduating the carrent state ol existnyg svstems for stecnnlimme conumunication i
Ly aluatimye th reent state ol LN Syl for st I commumcation and

achiey g better orsanizational and system interoperabilie:

- ldentityving cultural barrrers tor sharing information and forming short- and long-range

plans to overcome them

~ Desizning an acquisitions standard surrounding asysten osystemically binding i
mcorporating or surrounding kKnowledge management for nutional systems that can be
agreed upon and that mtegrates well with current standurds

~  Getting support tfrom the executive counsel and headquarters [isn’t this NASA specitic
terminology?]

~  Defining what the information and knowledge requirements are for continuous risk and
safety assessments in support of svstemic. legal. contractually advisory support on

nationul sy stems

Arrunging tor resources o complete the initial round of strategic ettorts

Conclusion

For complex systems. proper knowledge management is critical to perform risk management.
Most current knowledge management systems fail to recognize and deal with system-specific
issues. Technological knowledge management solutions will most likely fail to perform as
expected if they do not deat with cultural and behavioral issues such as trust. coordination. and
error munagement. Since many governmental processes as currently evolved are inimicul to
effective system-specific knowledge manugement. u concerted eftort to implement knowledge
management methodologies capable of addressing coordination. trust. and human error issues
may reyuire buy-in not only trom the individuals participating in a purticular effort. but from
their organizational munagement as well. Including knowledge management requirements in the
acquisition process may be the most eftective way tor the government to effect the process and
cultural changes necessary to properly design. implement. and operate critical national sy stems.



Appendin \- Questions regarding COTR process:

[nmost CO TRt 1eis stated that the Contractimy Otticers. the COTR and
techmical monoes have the responsibiiity to survey all work done on government tunded

agreements. this s ol course where there s an advantaze to collect the maphieit and

evphicit know fedee.

Question: So, does this mean we have the vighe to survey the people/process and
catn Knovcledee of our processes alone witlt receiving system producty and

services o arder to maintain knowledee'”

Further questions:

.

bh.

.

Iy the issue management responsibility clearly defined and understood across
government agency legul, procurements. and R&D processes?

When writing contracts, is there any training and stundards to following insuring
that contracts take into consideration the nission or vehicle systemic issues
virrounding the projects being contracted?

Do all contracring officers and COTR's understund what can and cannor be
elicited from contractors on data, information. and knowledge to do Svstem
Knowledge Management to insure a continuous risk management process?” (Note:
of course. there iy also the limitations in resources to do a thorough job in
knowledyge elicitution and management in owr acquisitions, R&D. and services

plrocessang ).

Are there procedures for our COs und COTRs managing contracts and
agreements, conmugiicdating with R&D and Scervices Mymt to collect. munage and

report knowledge?

Are there strategies being considered in integraring information in d svsteinic
view to insure compliance and quality assurance throughout a government systen
along with arclitectiral hardware and software issues”

Are there legal references in the contracts and lawy that give clear enougl
wnderstanding on the what the government’s "Knowledyge Rights™ are vs. "Duta

Riglis ™t it's svstenms?

To sunup these gueries. it is acknowledged that there are many efforts going on within
gosernment o nutigate risks in government nationad systems: and there is signiticant
published evidence. similarly stating that ettective risk and knowledge management
reguires coordination and information sharing between the people/groups involved in the
design. unplementation, and operation ol a complex system, Etfective coordmation



consists ob much more than ensuring that all 2roups have the most recent verston ol the

sytenn design specttication, Basie coordination issues iclude:

« Communication between groups and mdividuals

o Understanding of purpose ot mterconnects between work and knowledge pertormed
by ditlerent Jroups

s Understanding ot other groups’ requirements, dependencies and assumptions when
desigming und implementing systems

o Understanding evolving mission, system and program rishs more systenuically



